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1
ANONYMOUS CERTIFIED DELIVERY

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims priority under 35 U.S.C. § 119(e)
to U.S. Provisional Application Serial No. 60/011,145, filed
Feb. 14, 1996.

BACKGROUND

1. Field

The present disclosure is directed generally to communi-
cations protocols, and more particularly to methods of
carrying out commercial transactions over a computer net-
work.

2. Description

There is a trade-off between anonymity and reliability in
transactions in all current electronic commerce systems. The
relationship between anonymity and atomicity in electronic
transactions is an open question. Some systems make reli-
ability paramount and limit anonymity. Some systems
attempt to provide both by providing conditional anonymity.
Some systems provide anonymity at the price of reliability.

U.S. patent application Ser. No. 519,074, filed Aug. 24,
1995 and entitled Method and Apparatus for Purchasing and
Delivering Digital Goods Over a Network, which applica-
tion is assigned to the same assignee as the present
invention, discloses a method for conducting an atomic
transaction in which delivery of digital goods is carried out
in a certifiable manner. In that protocol, provision is made
for allowing transactions to take place under pseudonyms.
However, the protocol is designed to provide the merchant
with a customer identity, albeit a pseudonym. Thus, the need
exists for an atomic transaction protocol that is anonymous.

There has been other work on Electronic commerce
systems that:

provide methods for anonymous payment (type 1) or

provide highly atomic protocols so that receiving a mer-

chandise item is strongly associated with paying for the
same merchandise (type 2).

Type 1 methods (anonymous payment) have revolved
around protecting customer privacy through the use of
token-based electronic payment protocols (so-called “digital
cash” protocols.) These tokens are meant to act as a type of
currency: they can be used to purchase merchandise, but like
coins, they do not reveal the identity of the holder. These
systems offer privacy in making a purchase. They provide
customers with the ability to make anonymous purchases,
purchases which cannot be tracked by a bank to identify the
purchaser.

A stronger form of anonymity can be considered—
anonymity in which the identity of the purchaser is hidden
from both the bank and the merchant selling the merchan-
dise. This raises the question of how the merchant will
transmit the merchandise to the consumer without knowing
the consumer’s identity. A standard way of accomplishing
this is through the use of intermediaries known as anony-
mizers or anonymous forwarders. If we have non-trackable
tokens, then it is straightforward to use anonymizers to
realize purchases that are anonymous to merchants, banks,
and third parties.

The present prior art systems, however, are not fault
tolerant. That is, ambiguous states arise when things go
wrong. For example, if the network or merchant server goes
down during a purchase, there is no mechanism to complain
about non-delivered goods. If the purchases are anonymous,
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2

there is no way to prove that the customer really did pay and
did not receive the merchandise. There is no trail to enable
automated judges to adjudicate these complaints. Existing
protocols are not sufficiently robust to enable judges or
merchants to determine whether the customer was really
denied the merchandise or whether the customer is just
trying to illegitimately acquire merchandise for free. There
is no mechanism in place to enable a customer to obtain
satisfaction when the purchase is anonymous. These ques-
tions are especially important because the Internet today is
an unreliable network—anyone who has spent some time
browsing the World Wide Web knows that communications
often fail. Unscrupulous customers and merchants will cer-
tainly attempt to take every advantage of system failures.

To illustrate the problem, consider the following simpli-
fied digital cash protocol: customers pay for digital mer-
chandise with tokens. These tokens are anonymous, but
designed so that if the customer ever uses the same token
twice, the customer’s identity is revealed. Suppose a cus-
tomer pays for merchandise, but before she can receive
acknowledgment that the merchant received payment, the
network fails. Because the customer doesn’t know whether
the merchant received the payment or not, she has two basic
strategies.

The first strategy is to spend the token again, by returning
her token to the bank or spending it with a second merchant.
But then, if the first merchant really did receive the token,
she may be creating a race condition (i.e., a situation where,
depending on timing, an inconsistent state may be created.)
Whoever gets the token to the bank first will get the money.
Worse, when both tokens do reach the bank, the customer
will be accused of double-spending. One can imagine varia-
tions on the digital cash protocol where a customer might file
a special type of complaint with a bank, but the design of this
variation is non-trivial. Most types of variations will either
reveal the customer’s identity, allow a new type of fraud, be
subject to ambiguous results if a message is not delivered, or
have other undesirable effects. This topic is considered at
length in: L. Jean Camr, Marvin Sirbu, and J. D. Tygar,
Token and notational money in electronic commerce, In
Proceedings of the First USENIX Workshop in Electronic
Commerce, pages 1-12, July 1995; J. D. Tygar, Atomicity in
electronic commerce, In Proceedings of the Fifteenth
Annual ACM Symposium on Principles of Distributed
Computing, pages 8-26, May 1996 (based on a presentation
given in August 1995.); and Bennet S. Yee, Using Secure
Coprocessors, PhD thesis, Carnegie Mellon University,
1994.

The second strategy is to wait and not spend the money.
But in that case, the customer has locked up her funds. If the
merchant did not receive her payment, then the customer
may be waiting for a very long time.

Methods of type 2 have addressed the question of reli-
ability through the use of ACID (atomic, consistent, isolated,
durable) transactions. See, for example, J. Gray and A.
Reuter, Transaction Processing, Morgan-Kaufmann, 1993.
These protocols have achieved fault-tolerance, that is, the
ability to handle arbitrary communication failures and com-
ponent failures of any party. In any case, the distributed
system should always be in a consistent state: parties should
agree on whether a transaction succeeded or not; when
repairs are made, the distributed system should be able to
continue processing without interruption.

In the distributed systems community, ACID transactions
have been widely adopted as a standard mechanism for
realizing fault-tolerant distributed transactions. Payment
transactions should be failure-atomic, so that failures in
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parts of the system will not leave the entire system in some
ambiguous, intermediate state.

The literature has suggested that these transactions be
interpreted in the context of electronic commerce by using
the classifications set forth below. Suppose we have a model
where customers are purchasing digital merchandise and
services that will be delivered over a network (e.g. a World
Wide Web page). For tangible physical merchandise, alter-
native definitions are required to properly satisfy the atom-
icity property (motivating a multi-billion dollar industry in
tracked, receipted courier delivery of messages and
packages). The literature (See, for example, Tygar, Supra.)
gives three classes of atomicity for digital merchandise.

Money atomic transactions feature atomic transfer of
electronic money—the transfer either completes
entirely or not at all. In money atomic protocols, money
is not created or destroyed by purchase transactions.

Goods atomic transactions are money atomic and also
ensure that the customer will receive merchandise if
and only if the merchant is paid. Goods atomic trans-
actions provide an atomic swap of the digital merchan-
dise and funds—similar to the effect of “cash on
delivery” parcels.

Certified delivery protocols are goods atomic and also
allow both the customer and merchant to prove exactly
what was delivered. If there is a dispute, this evidence
can be shown to a judge to prove exactly what mer-
chandise were delivered. Using this classification, we
can see that the simplified digital cash protocol
described above is not money atomic.

Additional problems are raised in an anonymous atomic
transactions. Indeed, the literature has speculated that
anonymous atomic transactions might not even be possible.
A traditional attempt to solve this question might be to use
standard ACID techniques to make a digital cash transaction
atomic. The most common method for ACID transactions is
two-phase commitment. In short, in two-phase commitment,
one party assumes the role of transaction coordinator. That
party knows and records the identities of all other parties in
a non-volatile archive. Each of the parties records its state
before the transaction begins. As the transaction moves
forward, various parties complete their required computa-
tion. Before changing the permanent store of those values,
the parties send a message to the coordinator indicating that
they are ready to commit. Alternatively, they may abort the
transaction by sending a negative message to the coordina-
tor. After receiving ready messages from all parties, the
coordinator issues a commit message to all parties, causing
the transaction to become permanent. Alternatively, if the
coordinator receives an abort request or if the coordinator
cannot establish contact with one of the parties, the coordi-
nator can abort the transaction by sending an abort message;
in that case, all parties reverse the computation that they
conducted towards the transaction.

The two-phase commit protocol requires that at least one
party participating in the protocol (the transaction
coordinator) knows the identity of all the parties involved.
Additionally, two-phase commit assumes; a fail-stop fault
model, where the parties to the protocol can fail by stopping
due to a crash or system failure, but not by lying or otherwise
trying to cheat. In electronic commerce protocols, of course,
we must be able to tolerate arbitrary faults (Byzantine
faults). One way to do this is to provide sufficient auditing
information to detect these faults and later assign responsi-
bility. This makes the standard two-phase commit protocol
inappropriate for use in anonymous electronic commerce
systems.
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An alternative approach to this problem was attempted by
Jakobsson, Ripping coins for a fair exchange, In Louis C.
Guillou and Jean-Jacques Quisquater, editors, Advances in
Cryptology: Eurocrypt ’95 Proceedings, Springer-Verlag
1995, where the payment protocol is divided into two
halves. Here, the digital cash is “rip-spent”: after the first
half of the spending protocol, the customer has committed to
buying from the merchant but has not yet spent the money—
some partial information is transferred, so that if the cus-
tomer attempts to abort the transaction, the digital cash is
either lost (becomes unusable), or the identity of the cus-
tomer is revealed. This approach is not satisfactory: each of
the half protocols themselves may be interrupted, leaving
the digital cash again in an ambiguous state. Thus, the need
exists for a fault tolerant, atomic, transaction protocol that
can maintain the anonymity of the customer.

SUMMARY

In this disclosure, we disprove the commonly held belief
that an atomic transaction (money atomic, goods atomic,
certified delivery) cannot be accomplished anonymously.
We present a protocol and several variations for electronic
commerce transactions which combine anonymity and ato-
micity while requiring very limited trust assumptions. We
also discuss the goods atomicity properties of the protocols.

The disclosed system has four elements: a customer, a
bank, a merchant and a public archive. The bank can issue
verifiable token currency. The technique for creating or
verifying a token is known in the art and not considered here.
The customer can generate primes and composites necessary
for a public key set. A customer can sign documents and
verify signatures. A merchant can verify public key
signatures, sign documents and accept payment. The archive
can create write-once records, sign documents and verify
signatures. Those capabilities imply certain security
assumptions: that the secret key of a set of public keys is not
disclosed and that the bank can distinguish those tokens to
be used with certified delivery and refuse deposit of them
without archive approval.

There are four functions that need to be distinguished in
the disclosed protocol. There is a one way collision free hash
function, and public and private key encryption. Those are
denoted as follows, when the variable being encrypted or
hashed is x:

h(x) the hash of x

E,(X) x, encrypted with symmetric key k

P«(x) x, encrypted with the public key of i’s private key set

S4x) x, encrypted with the secret key of i’s private key set

The anonymous certified delivery protocol can be used
with any token currency. Because the protocol itself requires
on-line verification, both on-line and off-line anonymous
coins or tokens can be used. There is an assumption here that
each token is used only once. If coins could be used twice,
the protocol could be subverted by the merchant simply
registering the key again. It is necessary that the bank be able
to distinguish those tokens which will be used with certified
delivery, or to accept no tokens except those with the
archive’s approval.

The fundamental basis of the anonymity in this protocol
is that public keys need not be linked to identity, the public
key can be unique to the token. The fundamental fact that
makes this protocol atomic is that the token is not exposed
until the customer has a signed purchase agreement and
encrypted merchandise, and depositing the token requires
registering the key.

There are two variations of certified delivery. One-sided
delivery is where the customer can prove what merchandise
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was delivered in case adjudication is needed (e.g., the
merchandise does not match its description). The merchant
is paid if and only if the customer successfully obtains the
digital merchandise. On the other hand, the merchant cannot
prove that the customer successfully received the merchan-
dise promised. This is the protocol presented in section 1
below. We argue that if the burden of proof is on the
customer, then this method suffices to allow the customer to
prove the results of the transaction.

Two-sided certified delivery provides proof of the deliv-
ery of specific contents to both parties. We discuss this as a
specific variation later.

In the present disclosure, the need for a trade-off between
reliability and anonymity is removed at the price of
increased processing. The disclosed system is optimized for
information goods delivered on-line, yet it can also be used
to provide payment receipts for other types of purchases.
Also, while the discussion here is devoted to the case on
anonymous purchases, the same (or, if desired, very similar)
protocols can be used even if the parties reveal their iden-
tities to provide a novel set of fully atomic (non-anonymous)
electronic payment protocols. Those advantages and
benefits, and others, will become apparent from the Descrip-
tion of the Preferred Embodiments hereinbelow.

BRIEF DESCRIPTION OF THE DRAWINGS

For the present invention to be clearly understood and
readily practiced, the present invention will be described in
conjunction with the following figures wherein:

FIG. 1 is a diagram illustrating the steps necessary to
prepare for a transaction according to one embodiment;

FIG. 2 is a diagram illustrating the steps of an anonymous
purchase with certified delivery of the goods;

FIG. 3 is a diagram of an alternative embodiment of the
present invention;

FIG. 4 is a diagram illustrating the steps of another
protocol for anonymous certified delivery of goods accord-
ing to the present invention;

FIG. 5 is a diagram illustrating a protocol which requires
early customer commitment;

FIG. 6 is a diagram illustrating a protocol where the bank
also provides the function of the archive;

FIG. 7 is a diagram illustrating an alternative embodiment
of the combined bank-archive protocol; and

FIG. 8 is a diagram illustrating a protocol for handling
repeated transactions.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Any transaction can be separated into two sections: the
preparation and the purchase. Note that the preparation steps
can be batched with multiple tokens.

FIG. 1 illustrates the preparation steps required in one
embodiment before a purchase. In the first step, the customer
obtains an anonymous token from a bank. That step includes
all the steps necessary to obtain an anonymous electronic
coin or token, as is known in the art.

In the second step, the customer constructs the informa-
tion necessary to register the token with an archive. To
register the token, the customer must generate a token-
specific public key and a hash value. Notice that the key
needs only to be strong enough to make breaking it cost as
much as the token it protects. The registration message
includes a hash of the token and a token-specific public key.

10

15

20

25

30

35

40

45

50

55

60

65

msg 2:c->a

(h(®)—p»)

where p, is the public key that corresponds to the token. This
message could be further encrypted with the public key of
the archive. However, the message has enough information
to confirm the validity of a payment and the corresponding
endorsed receipt.

Because there is neither opportunity for false profit nor
harm to the user created by making this information public,
there is no reason to hide the information.

In the third message the archive verifies the receipt of the

token. This message is signed by the archive and includes
the registration information.

msg 3:a->c S.(h(t),py)

At this point the customer can make a purchase. A purchase
is shown in FIG. 2.

We use an idea of commitment similar to the standard
notion from the transaction processing literature to realize
the protocol. In the protocol and variations, prior to com-
pleting the transaction, all parties must commit to the
transaction. These individual commitments (sometimes
called local commitments) must be performed by all parties
to the protocol—including the merchant, the customer, and
the system components: the bank and the archive. If all the
parties commit within the time allowed, then the transaction
as a whole commits, (this is sometimes called global
commitment.) On the other hand, if any one party does not
commit, then the transaction aborts, and the state of the
merchant and customer is restored as if the transaction had
never begun: the customer still has the value of her money;
the merchant still has his merchandise which will not have
been transferred to the customer as part of the transaction.

The purchase begins with negotiation. See, for example,
the aforementioned U.S. patent application Ser. No. 519,
074, which is hereby incorporated by reference. When the
customer and merchant have agreed upon the conditions of
the purchase then the merchant can send the requested item,
and an invoice. The invoice may be as follows:

msg 5:m->c Ek(merchandise),
Sm[hash (item as delivered encrypted), h(k),

price, date, hash(item description)].

By including the hash of the item promised, instead of the
actual item promised, the archive will not contain the
description of the item.

The customer signs the invoice and includes the token in
a response. The customer’s reply may be as follows:

msg 6:c->m Pm(token, h(t)) __ Sc{Sm[hash (item as delivered
encrypted), h(k), price, date, hash(item

description)]}.

The merchant must send the token, the key and the
invoice to the archive. Message seven may be as follows:
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msg 7:m->a Pa(token, h(t),k) _ Sc{Sm[hash (item as delivered
encrypted), h(k), price, date, hash(item

description)]}.

The archive then identifies the appropriate public key
corresponding to Sc using h(t). The archive may confirm that
price and token value are the same. The archive then stores
the key value along with h(t) and the token. The archive then
verifies the deposit to the bank. The archive may do this by
sending verification to the merchant in the form Pm [Sa
(token)], or the archive may send an actual deposit request
to the bank. The archive may retain records for dispute
resolution. Furthermore, only in the case of a valid deposit
can the archive produce a signed receipt.

The bank confirms the deposit to the merchant, and the
merchant sends the key, k, to the customer.

The merchant may claim that the archive refused to verify
the token and signature set. The customer can then complain
to the archive. The archive will know the deposit was
authorized and provide the customer with the key to the
goods.

If, upon the decryption, the customer finds that the
merchant did not send valid merchandise the customer can
complain to the bank or archive. The customer can prove
that the merchant promised to deliver certain goods, and
delivered other encrypted goods. The archive then tells the
bank to delete the credit from the merchant’s account. The
customer can use the same key and begin a new transaction.
Thus the customer can prove that the merchant failed to
provide adequate service and easily obtain a discount with-
out having her account altered, and therefore by necessity
her identity revealed.

If the archive deposits the token to any account but the
merchant’s, the merchant can present the token to the bank
and demand that the archive provide proper record of a
transaction. The archive will be unable to provide a signed
invoice, and the merchant can prevail.

If the archive decides to simply deposit the coin and claim
that the customer defrauded the merchant, the merchant will
notify the customer. The customer then has a token, proof
that the token was registered under public key ¢, and proof
in the form of an invoice that a transaction has been
attempted. The customer can then go to the bank, and report
that the archive did not allow a valid transaction. The bank
can query the archive and demand proper documentation. If
the archive does not have a signed and endorsed invoice the
bank can reverse any inappropriate credit made. Thus any
misrepresentation or error of the archive can be detected and
addressed.

Notice that the customer can complain at all times under
the token-specific key and need not prove her identity nor
provide her account number. Thus this goods-delivery pro-
tocol provides anonymity, atomicity and dispute resolution.

Security

The reliability of the token-generating system is a func-
tion of the system used to generate the token. Points of
failure unique to the anonymous certified delivery protocol
are the secret keys of the parties involved and the key to the
merchandise.

If the customer can obtain the key to merchandise the
customer can refuse to pay. That is fraud. Those keys are
generated by the merchant, and the merchant is the party at
risk to that sort of fraud. That suggests that merchants should
take appropriate action in their key selection techniques.

If a customer loses their token-specific public keys, a false
invoice could be created. However, without the token, such
an invoice would be worthless.
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If a customer loses their token, then the token can be used
to order goods. However the attacker will be unable to
endorse an invoice, so the theft will be detected before the
attacker obtains decrypted goods.

If an archive loses its key, then a false archive can collect
and deposit tokens when sent for verification. That attack
can be detected after merchant and customer complaints.
The damage done by the loss of a bank key depends upon the
protocol used to generate tokens.

Other Embodiments

This protocol may be implemented with a completely
passive archive, where the archive is only a record. In this
case the archive would be a completely public record with
no encrypting capabilities. The hash of the token would
provide a unique record address. Any user can create new
records, add to a record, or read a record. No user can delete
a record. That would change the steps above as follows.

msg 3:c->a customer reads archive to confirm
registration

msg 4:c->m h(t) must be included

msg 5:m->c Ek(merchandise),

Sm[hash (item as delivered encrypted), h(k),

h(t), price, date, hash(item description)]
Pm(token, h(t)) __ Sc{Sm[hash (item as delivered
encrypted), h(k), h(t) price, date, hash(item
description)]}

msg 6:c->m

Now, in cases of conflict, the record number is included
for dispute resolution. Note that the registration information
to the archive and to the bank must change as follows:

msg 7:m->a Pb(token, h(t), k) _ Sc{Sm[hash (item as
delivered encrypted), h(k), price, date,
hash(item description)]}

msg 8:m->b Pb(token, h(t), k)

The symmetric key used in the merchandise can be included
in either the message to the bank or to the archive it need not
be in both. However, both the bank and the archive must
have h(t), as it serves as an address.

The merchant may try to misdirect the bank, perhaps in an
attempt to replay a previous transaction for the purpose of
avoiding delivery responsibilities. In that case, the customer
has the signed receipt which verifies without identifying
both the item and the token paid for it.

In other cases the information available for dispute reso-
lution is as above. However, in this case, the archive never
‘sees’ the token and therefore the archive cannot attempt
fraud.

Another embodiment of the protocol illustrated in FIG. 2
is illustrated by the broken line extending from step 7 to the
bank. According to this modification of the protocol, the
merchant sends the token directly to the bank rather than to
the archive. The archive then performs the functions as
previously described in conjunction with FIG. 2, but the
archive only provides a verification to the bank because the
bank already has the token.

FIG. 3 illustrates another embodiment of the protocol of
the present invention which is an anonymous, atomic deliv-
ery with two-phase commit. A primary difference from the
protocol illustrated in FIG. 2 is that after the customer
provides a signed purchase order to the merchant, the
customer announces its intent to spend the token to the
archive. The message may contain the merchant ID, the
token, and the purchase order as follows:
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msg 3: ¢c-> a: PO, t, M, verif t, [expiry]

That message is placed in the public archive as sign A
(PO, t, M, verif t, [expiry]). The affect is to announce that t
belongs to either whoever knows sign t or M. In step 4, the
following message is sent from the customer to the mer-
chant:

msg 4: c-> m sign t (PO)

Steps 5, 6, and 7 are as shown in FIG. 3. At step 8, the
merchant sends a message of the following form to the
archive:

msg 8 m-> a sign M (sign t (PO)k)

By publishing the doubly signed purchase order and key,
M claims ownership of t. It is the bank’s obligation to verify
that t belongs to x prior to crediting t to x.

With the protocol disclosed herein, a public key is needed
for each new token. Because the customer is the only one
with the private key, there is no reason that a single public
key could not be used multiple times. The probability that
anonymity is maintained is a function of the frequency of
use, duration of use, and breadth of use. That is, the
probability of linking the public key to real identity
decreases as the public key is used in many locations, and
frequently, or over a long time period.

It may provide an advantage to combine the archive and
the bank. However, that may entail new problems because
the bank must have the highest level of security while an
archive does not.

One very promising application for this protocol is the
possibility of combining this protocol with physical pur-
chases. With the delivery to a Post Office which has smart
card readers, consumers with smart cards could order physi-
cal goods and provide verifiable receipts to the merchant.
That could remove the need for both the presumption of
fraud and customer identification in current mail and tele-
phone order purchases.

Should a merchant attempt theft, this protocol can
recover. However, it is unlikely that a customer would want
to deal with an archive that required regular bank oversight
to deliver verification and keys as necessary.

Finally, note that the business issues, such as funds
availability and the procedures for dispute resolution, must
be timed so that recovery means recovery of a valuable
token. If a customer can determine that theft has occurred
after a corrupt archive manager has absconded with funds,
then the value of anonymous rollback of bits is debatable.

Further Embodiments

The basic anonymous certified delivery protocol can be
modified in a variety of ways to improve efficiency and
make the security and atomicity properties even more
robust. The purpose of this and the following sections is to
present these modifications to the protocol and to elaborate
on some of the issues surrounding them.

In the protocol of FIG. 2, message 5 includes
E,[merchandise]. Later, k becomes known to other parties
(e.g. the archive). In the protocol discussed below in section
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1, EJmerchandise] is known only to the merchant and
customer. That prevents any party other than the merchant or
customer from determining merchandise even if that party
knows k.

In the protocols already discussed, the archive acts both to
control tokens (prevent respending) and to provide a com-
mitment point for the transaction. As discussed below in
section 1, those roles may be separated, with the bank taking
over the role of controlling tokens. That separation allows a
lower degree of trust in the archive. The issue is further
discussed in sections 4 and 5. Additionally, this change
allows any token to be used at any archive, rather than
having each token be restricted to a single archive.

In section 1 below, we introduce a transaction expiration
time (expiration). The expiration tire ensures that either the
transaction commits within a specified time frame or it
aborts. We also introduce a transaction ID (n) which explic-
itly links all the messages from a single transaction together.

Token withdrawal and registration (steps 1-3 in FIG. 1)
are not further addressed in section 1 or thereafter. Methods
for token withdrawal are well known. The registration
procedure in FIG. 1 may leave the possibility for nuisance
registrations blocking legitimate registrations (through a
denial-of-service attack). Encryption of the registration mes-
sage (step 2 in FIG. 1), together with external adjudication
in the worst case, can solve this problem.

There are a few differences in the terminology from the
previous discussion which should be described. As
mentioned, we are not dealing with the details of withdrawal
and registration, so we will use the word “token” in a more
general sense than previously. Henceforth, a token is
referred to as a store of value which is non-repudiably
associated with an asymmetric key pair. Prior to the
transaction, the customer obtains (anonymous) crypto-
graphic control over the value to be used in the transaction.
The asymmetric key pair which controls the value will be
referred to as Q, q. The token Q* contains information which
certifies that q controls the claimed value.

The bank controls the use of the tokens, preventing
respending of a single token. The bank prevents respending
by tracking spent tokens and “locking” tokens which are
currently in use. A token is locked by the bank when it is
committed to a transaction by its owner. A token can be
locked to only one transaction at a time. If the transaction to
which a token is locked aborts, the token will then be
unlocked. Once unlocked, a token can be reused. The bank
is not necessarily the issuer of the tokens, but a given token
is usable at only one bank.

The archive coordinates the transaction, determines if a
transaction commits, and reliably stores the data needed to
complete a transaction once it has committed. The archive
will not commit a transaction whose expiration has passed.

We will refer to the notion of the archive “publishing” a
message. Publishing a message consists of storing that
message and making it available to all parties. Publishing
can range from active (sending copies of the message to the
parties immediately) to passive (sending the message only
upon request), depending upon implementation details.

The merchandise is the digital data which the customer C
wishes to obtain from the merchant M (anonymously). A
receipt is a special case of merchandise which indicates that
a payment has been made. Receipts are useful in supporting
the purchase of delayed or non-digital goods.

The contract (contract) describes any necessary terms and
conditions for the transaction (e.g. price, date). It should
contain a description of merchandise.

The merchandise key (k) is a symmetric key used to
encrypt merchandise. This key is released when the trans-
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action commits and is stored by the archive. (If asymmetric
cryptography is used to encrypt the merchandise, then
E,[merchandise] should be interpreted as the data which
when decrypted with key k will yield merchandise.)

A transaction ID (n) links all messages together. The
transaction ID should uniquely identify the transaction. Any
dispute involving reuse of n can be resolved against the party
selecting the ID.

The protocols rely on cryptography to ensure the account-
ability of the participants for their signed messages.
Therefore, we make the standard cryptographic assumptions
that decryption and signature generation require possession
of the correct key. All participants should protect their secret
keys, and each party should verify the signature of any
signed messages it receives.

We use the following notation to describe steps in a
protocol.

1. X—=Y messagetext—Iabel

Here, the step number of the message is given (this is the
first message in the protocol), the message is sent from X to
Y, the text of the message is messagetext, and the step is
named label.

Section 1—Core Of Modified Protocol

The steps described below and shown in FIG. 4 form the
core of the modified protocol’s operation. As mentioned
earlier, the customer must obtain Q* prior to executing the
protocol. Additionally, the customer and merchant should
agree on what transaction they wish to take place. This
would likely include the essential terms of contract, and
might also include values for other variables such as expi-
ration or A (the identity of the archive at which the trans-
action will be logged).

P1. M—C S, (n,contract,E,(merchandise))—Merchandise,,
P2. C—B S (n,expiration,M,A,Q*)—Authorization,,

P3. B—=M S,(n,expiration,M,A,value)—Authorization,,
P4. M—A S, (n,expiration, k)—Authorization ,,

P5. (a) A publishes S,(S,,(n,expiration,k))—Commit

(b) A publishes S, (n,expiration,M,failed)—Abort

In message P1, the merchant sends the encrypted goods
and the contract to the customer. The merchant selects a
transaction ID (n) which the merchant has never used before.
Prior to continuing the protocol, the customer should check
that the terms of contract are acceptable.

In message P2, the customer authorizes the transaction
using a token and its associated key q. The customer also
selects expiration if it has not already been selected. The
customer includes the identity (A) of the archive which will
record the transaction, which allows message P2 to be
unmistakably linked to message P5a or message P5b. Before
proceeding with the transaction, the bank must confirm that
the token is valid, that it has not been spent, and that it is not
currently locked to another transaction. Assuming these
conditions hold, the bank must simultaneously lock the
token to this new transaction, so that it may not be used
again prior to being unlocked.

In message P3, the bank attests that the value will be paid
to the merchant if archive A publishes message P5a. Before
generating message P4, the merchant should confirm the
accuracy of all data in message P3.

In message P4, the merchant sends final authorization to
the archive, including the merchandise key. Upon receipt of
this message, the archive verifies that expiration has not
passed.

If expiration (contained in message P4) has not passed,
the archive immediately publishes message P5a. Otherwise,
the archive can now publish message P5b.

12

Once the archive has published message P5a, the trans-
action has committed and will complete. Completing the
transaction includes having the customer obtain message
P5a (or message P4) and having the bank obtain message
5 P5a. In the two-way certified delivery case, or if the mer-
chant wishes to minimize his trust in the log, the merchant
must also obtain message P5a. In those cases where the
archive must send messages directly to the customer or
bank, the necessary address information should be sent to
the archive. Some of the alternative methods of transaction
completion are explained below. In all cases, the archive
should produce copies of message P5a or message P5b
(whichever is appropriate) upon request to any participant.

Completing the transaction for the customer may involve
one or more of the following:

10
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The archive may send message P5a directly to the cus-
tomer.

The archive may send message P5a to the merchant, who
could then send message P4 to the customer.

The merchant may send a copy of message P4 to the
customer under the assumption that the transaction will
commit. The merchant will depend on the reliability of
the archive (see section 4) to assure payment.

Completion of the transaction for the bank may involve

one or more of the following:

The archive may send message P5a directly to the bank.

25

The archive may send message P5a to the merchant, who
can then send it to the bank. This assures the merchant
of payment, but allows the demands of funds transfer to
the bank to be aggregated.

The bank may occasionally poll the archive for collec-
tions of transactions.

Completion of the transaction for the merchant may

involve one or more of the following:

The archive may send message P5a directly to the mer-
chant.

The merchant may occasionally poll the archive for
collections of transactions. This requires greater trust in
the archive (see section 4).
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Section 2—Atomicity

Here we argue that the presented protocol satisfies the
three levels of atomicity even if message transmissions fail,
i.e., the protocol is fault tolerant. The following assumptions
will be made:

Al. For privacy reasons, all communication should be
over secured channels. Secured channels can be provided in
well established ways using the public keys of the merchant,
archive, and bank. Even if privacy is not essential, some
encryption is important to prevent the merchandise from
being prematurely or incorrectly divulged. Message P4 must
be encrypted so that k is not prematurely revealed to a
snooping customer. Message P1 should also be encrypted, or
else a snooping archive or bank would have access to
merchandise at the end of the transaction.

A2. The archive will eventually publish exactly one of
message P5a or message P5b.

A3. The archive will not reveal k unless it makes message
P5a available to the merchant (generally by publishing
message P5a).

Justification and discussion of assumptions A2 and A3
occurs in section 4.

Money Atomicity

To justify the claim of money atomicity, we will show that
money is neither created nor destroyed. In this context, we

45

50

55
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show that at any point in time the value of the token
verifiably belongs to exactly one participant.

At the beginning of the protocol, the value belongs to the
customer, as can be proved by her possession of the secret
key (q) corresponding to the token (Q*). Once the customer
issues message P2, the value is locked to the transaction.
While the value has not yet been transferred, the customer
may not reuse the token for another transaction unless a
corresponding message P5b is obtained. If message P5a is
published instead, then the value transfers to the merchant
on publication. By assumption A2, precisely one of message
P5a or message P5b will be published. The bank transfers
the value on secing message P5a (it already has message
P2). On seeing message P5b, the bank unlocks the token,
enabling free use of the token’s value by the customer.

Goods Atomicity

To justify the claim of goods atomicity, we will show that
the goods will be made available to the customer if and only
if the funds are transferred to the merchant. First we consider
the case that the merchant receives the value, and show that
the merchandise will be made available to the customer. If
the bank transfers the value and the customer complains, the
bank must display messages P2 and P5a to justify its action.
However, message P5a contains k, and thus the
E,[merchandise] (contained in message P1) can now be
decrypted with k, giving the customer merchandise. Now
consider the case that the customer obtains access to the
merchandise. Because the customer only has access to
E,[merchandise], that means that the customer has obtained
k. By assumptions Al and A3 that means that the archive has
published message P5a. Now the merchant may use mes-
sages P3 and P5a to demand transfer of the specified value.

Certified Delivery

To justify the claim of one-sided certified delivery, we
will show that the customer can prove what goods were
delivered. If the transaction has committed, then messages
P5a and P1 contain the merchant’s signature on the
encrypted merchandise, the contract, and the decryption key
(linked by n). Together these can be used to prove what was
promised and what was delivered. If these differ, this can
demonstrate to an outside party that the merchant delivered
incorrect merchandise.

The protocol discussed above in conjunction with FIG. 4
supports one-sided certified delivery. It enables the
customer, but not the merchant, to prove the contents of the
merchandise. If two-sided certified delivery is desired, then
the customer must send the merchant a signature (using q)
of message P1 before the merchant issues message P4. This
signature may be sent directly or piggy-backed onto mes-
sage P2 and message P3. In either case, Q can be included
in message P1 and/or message P3 so that the merchant will
be able to verify the signature of message P1 with q.

Two-sided certified delivery requires the merchant to
store certain messages; message P1, so that the signature can
be verified, and S (P1) and message P5a to prove the
contents of the delivery in the absence of customer coop-
eration. This signature (together with the signed message)
could also be included in message P4 and stored by the
archive if extra logging is desired.

Section 3—Data Management

To maintain accountability and correct operation of the
protocol, certain data and signatures should be maintained.
This section explains the data storage by the participants. To
limit data storage requirements, certain time limits can be
imposed. The lifetime of a token Q* can be bounded. Tokens
not used before this time lose their value. This will require
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that unused tokens are occasionally refreshed (i.e.
exchanged for tokens whose lifetimes end later). The life-
time of a transaction can also be bounded. This bound may
be measured from the expiration already included, or it may
be included separately. Before a transaction’s lifetime ends,
the transaction will complete (commit or abort) to all
parties’ satisfaction, or evidence (in the form of messages,
particularly messages P5a or P4) should be additionally
certified (e.g. signed and dated by a trusted authority or
published in a public forum). The option of additional
certification is used in the case where the lifetime of the
transaction is near its end. This option prevents a party from
stalling action until past the transaction’s lifetime.

The customer should save messages P1 and P5a until the
goods have been verified to be satisfactory.

The merchant should save message P3 until the value is
transferred. (In the case of two-way certified delivery, the
merchant must store S, (P1) and message P5a for some time
period long enough to ensure that the customer has had time
to complain.)

The bank should store messages P2 and P5a for some
period after the transaction. This data should then be kept
until the expiration date of the token Q*, otherwise the bank
will be unable to prove that Q* has been spent.

The archive should store its published message P5a for
some time period past the expiration (as specified in mes-
sage P5a). This enables the archive to support the claims of
the other parties. Additionally, the archive should not pub-
lish message P5b once message P5a has been published, so
it should remember all P5a messages until past the transac-
tion lifetime (which must be derivable from message P5a or
message P5b).

Section 4—Trust

This section explains what trust is necessary between the
parties of the protocol. Our trust discussion will be driven by
the consideration of our atomicity goals. Our crucial
assumptions for proving atomicity are A3 and A2.

If the archive violates A2, this violation will be detectable.
If the archive fails to produce message P5a before
expiration, then the archive is required to produce message
P5b on demand. The archive’s failure to produce message
P5b can be observed by any party. If the archive produces
both messages P5a and P5b, then it has produced signed
contradictory statements, and will be held liable for the
value of the transaction. If the bank conspires with the
archive, then detecting this fraud will require extra commu-
nication between the merchant and the customer. Thus
assumption A2 can be easily enforced in practice.

The other major archive assumption A3 is not as easily
enforced. Once k has been revealed to the archive in
message P4, then the archive could reveal k to the customer.
Without an extra mechanism, the archive and customer can
dishonestly collude to obtain access to the goods without
giving payment to the merchant, violating goods atomicity.
The archive has no justification for not publishing message
P5a if it receives message P4 before expiration. In practice
this means that the archive’s non-responsiveness can be
automatically detected and certified by any authority at the
merchant’s request. This detection must take place prior to
expiration, otherwise the archive would no longer be obli-
gated to produce message P5a. This need for (possibly
enforced) trust in the archive by the merchant helps to
motivate the existence of the archive as a separate entity.
Some alternatives approaches will be discussed in the next
section.
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Section 5— Variations

5.1 Efficiency Extensions

The protocol as discussed involves the generation of a
new public key for every token, and each transaction uses
the value of exactly one token. There are several modifica-
tions to the basic protocol which remove these restrictions.

Customer Key Reuse

If generation of the temporary public key is computation-
ally expensive, then the same key pair (Q,q) may be reused
with different tokens (Q*) (the certifying information
accompanying Q will be different for each token). The bank
will now be able to link several purchases with each other
but will not be able to link purchases to the identity of the
customer.

Token Reuse

There is nothing in the protocol which requires that tokens
be spent completely. If a value, corresponding to the desired
payment amount, is included in message P2, then the same
token may be reused, incrementally spending the value. As
each amount of the token is spent, the bank acquires proof
that the corresponding amount is spent. This improves
efficiency and flexibility, but will allow transaction linking
as in the previous paragraph.

Multiple Token Transactions

Alikely token model involves tokens which have a set of
fixed denominations (analogous to currency). With fixed
denomination tokens, single token transactions will not be
able to match the arbitrary prices of merchandise. Multiple
tokens can be used in a single transaction by including them
in message P2, and, instead of signing message P2 once with
q, signing it repeatedly—once with each secret key which
controls one of the included tokens. This enables arbitrary
payments with collections of fixed value tokens. The extra
overhead involved can be offset by key reuse as detailed
above.

5.2 Certified Delivery Variations

The protocol illustrated in FIG. 4 provides one-way
certified delivery, while the modification discussed in sec-
tion 2 under the heading Certified Delivery provides two-
way certified delivery. If the certified delivery assertions are
to have value beyond the value of purchase (e.g. compen-
satory or punitive damages), even in the case of possible
bank dishonesty, then a pseudonym key pair P,p (selected by
C) should have its public half P included in contract in
message P1. P need not be different from Q, but it can be.
P could also be used instead of Q in supporting two-sided
certified delivery

5.3 Non-Anonymous Transactions

The protocols presented here provide atomic transactions
for a generic token based currency. While the clearest value
of the protocols comes in its support for anonymity, ano-
nymity is not a necessary feature in the protocols.

5.4 Early Customer Commitment

If the merchandise has significant production cost, then
the merchant may be unwilling to generate merchandise
without some assurance that the transaction will complete.
The following protocol, shown in FIG. 5, locks the token to
the transaction before the merchandise is transmitted.

E1l. M—C S, (n,M,contract,r)—Contract,,
E2. C—B S (n,expiration,M,A,Q*)—Authorization,,
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E3. B—=M Sy(n,expiration,M,A,Q,value)—Authorization,,
E4. M—C S, (n,E,(merchandise))—Merchandise,,,
E5. C—M S (E4)—Acknowledge,,
E6. M—A S, (n,expiration,k)—Authorization,,
E7. (a) A publishes S (S, (n,expiration,kér))—Commit

(b) A publishes S (n,expiration,M,failed)—Abort

This protocol requires more messages than the protocol of
FIG. 4, but does automatically provide two-sided certified
delivery. The field r in message E1 is a random number with
the same length as k. In message E7a, kéPr refers to the
bitwise exclusive-or of k and r. This random number r is
used as a one-time-pad encrypting the merchandise key.

If the customer fails to produce message E5 sufficiently
fast, the merchant may force the transaction to commit by
sending both messages E4 and E6 to the archive. In this case,
the archive should publish S, (E4) in addition to message
E7a. To justify transferring the value of the token, the bank
will additionally require that the merchant produce the
signature of either q or a on message E4. This additional
signature proves that the merchant delivered the merchan-
dise to either the customer (if g) or the archive (if a).

Because the archive may publish both S,(E4) and mes-
sage E7a, it is important that these together not divulge the
merchandise to any unintended parties. This is the reason for
the introduction of r and the difference between messages
P5a and E7a. In this protocol variant, messages E1, E4, and
E7a are all needed to obtain merchandise.

5.5 Joint Bank-Archive

In the protocol described in FIG. 4, there are two agents,
other than merchant and customer. The bank regulates token
use, and the archive controls transaction commitment. These
roles need not be separated. Having a single entity act as
both bank and archive enables a streamlining of the protocol
but also requires slightly stronger trust by the merchant.

A diagram illustrating the protocol of FIG. 4 but with a
joint bank-archive is shown in FIG. 6. The messages of the
protocol illustrated in FIG. 6 are:

JA1. M—=C S, (n,contract,E,(merchandise))—

Merchandise,,

JA2. C—B S (n,expiration,M,Q*)—Authorization,,
JA3. B—=M S,(n,expiration,M,value)—Authorization,,
JA4. M—B S, (n,expiration,k)}—Authorization,,
JAS.
(a) B publishes S,(S,,(n,value,expiration,k))—Commit
B—M S, (receipt for funds transfer)

(b) B publishes S,(n,expiration,M,failed)—Abort

The protocol is very similar to that of FIG. 4, except that
the roles of bank and archive would be filled by the same
entity. The only change in the necessary trust would be that
the bank-archive has a more direct interest in violating
assumption A2. If the bank-archive sent message JASa to the
customer but sent message JASb to the merchant, then
neither would believe they had rights to the value of the
token, violating money atomicity. The signatures by the
bank on these messages (JA5a,JA5b) could be used to detect
(and prove) this fraud.

Another alternative joint bank-archive protocol is shown
in FIG. 7. The messages of the protocol illustrated in FIG.
7 are:

JB1. M—C S, (n,contract,E,(merchandise))—

Merchandise,,

JB2. C—B Sq(n,expiration,M,Q*)—Authorizationq
JB3. M—B S, (n,expiration,k)—Authorization,,
IB4.
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(2) B—=C S,(S,,(n,expiration,k))—Commit
B—=M S, (receipt for funds transfer)

(b) B publishes S,(n,expiration,M,failed)—Abort

This protocol uses fewer messages than the direct adap-
tation of the protocol to the joint bank-archive variation, but
has stronger trust requirements. In this version, the enforce-
ment (as described in section 4) of assumption A3 is more
difficult. The bank-archive can have legitimate reasons for
not processing a transaction even if message JB3 is received
(e.g. if Q* is not a valid unlocked token of the correct value).

In both joint bank-archive protocols, the completion
phase is simplified by the removal of the archive to bank
communication. This allows the bank to combine the com-
mitment of the transaction with its completion actions.
These combined actions (for each joint bank-archive
protocols) are described by their respective Commit and
Abort steps.

5.6 Optimizing for Archive Cooperation

As mentioned in the discussion of section 2 with respect
to completing the transaction, the merchant may send mes-
sage P4 to the archive and the customer simultaneously. This
speeds the completion of the transaction for the customer,
but leaves the possibility that the merchant will be denied
payment (if the archive fails to publish message P5a) while
the customer receives the merchandise. If the detection
methods for archive non-responsiveness (used to justify A3
in section 4) are used, the risk of a non-responsive archive
may be controlled if there is sufficient time prior to expira-
tion.

5.7 Repeated Transactions

A likely scenario for low-value electronic purchases
would be a customer making many purchases consecutively
at the same merchant as shown in FIG. 8. A sequence of
transactions with the same merchant can be handled with
fewer messages per transaction than can a sequence of
transactions to different merchants. The involvement of the
bank and archive can be limited to that in the single
transaction case.

R1. M—C S, (n,contracty,E;o(merchandise))—

Merchandise,,,o
R2. C—B Sq(n,expiration,M,A,Q*)—Authorizationq
R3. B—=M S,(n,expiration,M,A,Q,value}—Authorization,
R4. M—C S,,(n,0,k,)—Authorization,,,

R5. C—=M purchase request;

R6. M—C S, (n,contract;,E,,(merchandise),running__
total)—Merchandise,,,;

R7. C—=M S _(R6)—Acknowledgement,

R8. M—C S (n,i,k)—Key,

R9. M—A (nkexpiration,j)—Authorization,,

R10. (a) A publishes S (S,,(n,j,expiration,k;)}—Commit

(b) A publishes S (n,expiration,M,failed)—Abort

The subscripts (i and 0) on k, merchandise, contract, and
running _total index the order of the transactions in the
sequence. The variables running total, indicate what
amount of the token has been spent in transactions up to the
i Messages R5-RS repeat for each new transaction. At any
time, the merchant may perform message R9. Message R10a
then commits all transactions in the sequence up to and
including j, where j is the final value of variable i. A new
sequence should now be opened. This protocol provides
two-sided certified delivery and relies on archive assump-
tions similar to section 5.5. In practice the merchant will
balance the increased risk of performing many transactions
without recourse to the archive against the savings of
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reduced communications. Message complexity could be
reduced even further (to two messages per transaction) at the
cost of the merchant potentially having to archive the
merchandise of the final transaction (similar to section 5.4).

5.8 Pseudonymous Customer Key

In the two-sided certified delivery (sections 5.2, 5.4, 5.7)
protocols, Q is known to the merchant. It is possible instead
that a pseudonym key pair (say P,p) may be used in place of
Q.q. P can be provided to the bank as part of Authorization,,
and then passed to the merchant in place of Q. This allows
the customer greater flexibility in preventing the merchant
from linking purchases as being made by a single customer
by observing use of a common key pair.

While the present invention has been described in con-
nection with preferred embodiments thereof, many modifi-
cations and variations will be apparent to those of ordinary
skill in the art. The following claims are intended to cover
all such modifications and variations.

What we claim is:

1. A fault-tolerant method of purchasing digital goods
with a digital token in which the token’s value resides either
with a customer or with a merchant, comprising the steps of:

initiating a transaction with a merchant for a digital good;

sending a merchant-signed invoice and the digital good in

encrypted form from the merchant to a customer;
signing the invoice with the customer’s signature to
produce a countersigned invoice;

sending the countersigned invoice, a token, and identify-

ing information for the token from the customer to the
merchant;

sending the countersigned invoice, the token, and the

identifying information for verification;

verifying the token with the identifying information and

verifying the other information in the countersigned
purchase order;

committing the transaction when the token and other

information in the countersigned purchase order are
verified such that the value of the token is transferred
from the customer to the merchant;

completing the transaction by making a key for decrypt-

ing the digital good available to the customer; and
retaining records of the transaction.

2. The method of claim 1 wherein said step of sending
identifying information for the token includes the step of
sending a hash of the token.

3. The method of claim 2 wherein said step of sending the
countersigned invoice for verification includes the step of
sending the countersigned invoice to an archive for verifi-
cation.

4. The method of claim 1 wherein said step of verifying
the other information in the countersigned invoice includes
the step of determining if the price of the goods and the value
of the token are the same.

5. The method of claim 1 additionally comprising the step
of communicating to the merchant’s bank the transfer of the
token’s value to the merchant.

6. The method of claim 1 wherein said step of retaining
records includes the step of storing the identifying informa-
tion and the token.

7. The method of claim 1 additionally comprising the
steps of:

sending verification information for the encrypted digital

good with the merchant-signed invoice from the mer-
chant to the customer;



6,076,078

19

calculating corresponding verification information for the
received encrypted digital good;

comparing the calculated verification information to the
received verification information; and

one of terminating the purchase or resending the
encrypted digital good if the verification information is
not the same.

8. The method of claim 1 wherein said token is an
anonymous token and wherein said identifying information
includes registration information.

9. A method of purchasing digital goods with a digital
token belonging to a customer in which the value of the
token resides with only one party at a time, comprising:

initiating a transaction with a merchant for a digital good;

transferring the digital good in an encrypted form from
the merchant to a customer;

locking at least a portion of the value of the token to the
transaction;

sending a digital token and transactional information to
the merchant;

verifying the transactional information and the value of
the token;

providing a decryption key to the customer;

unlocking said locked value of the token and transferring
said value to the merchant; and

retaining a record of the transaction.

10. The method of claim 9 wherein said step of verifying
the value of the token includes the step of verifying if the
value of the token has been previously spent.

11. The method of claim 9 wherein said step of providing
the decryption key to the customer includes the step of
sending the key to the customer.

12. The method of claim 9 additionally comprising the
step of reusing the token until the entire value of the token
is transferred.

13. The method of claim 9 wherein said step of sending
the digital token includes the step of sending an anonymous
token and identifying information.

14. The method of claim 9 wherein the token has a key
associated therewith, said method including the step of
generating a customer signature with the key associated with
the token, and wherein said step of sending transactional
information includes the step of sending the customer sig-
nature.

15. The method of claim 9 wherein said step of sending
a token includes the step of sending multiple tokens.

16. The method of claim 15 wherein each token has a key
associated therewith, said method including the step of
generating customer signatures with the keys associated
with the tokens, and wherein said step of sending transac-
tional information includes sending the generated signa-
tures.

17. The method of claim 9 wherein said step of verifying
the transactional information includes the step of determin-
ing if the price of the goods and the value of the token are
the same.

18. The method of claim 9 additionally comprising the
step of communicating to the merchant’s bank the transfer of
the token’s value to the merchant.

19. The method of claim 9 wherein said step of sending
transactional information includes the step of sending a
public half of a customer chosen asymmetric key pair.

20. The method of claim 9 wherein said step of verifying
the value of the token is performed by one of a bank, the
merchant, or an archive.
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21. A method of purchasing digital goods with a digital
token belonging to a customer in which the value of the
token resides with only one party at a time, comprising:

initiating a transaction with a merchant for a digital good;

locking at least a portion of the value of the token to the
transaction;

sending an entity signed purchase approval including a

digital token and transactional information to the mer-
chant;

transferring the digital good in an encrypted form from

the merchant to a customer after the value of the token
is locked to the transaction;

providing a decryption key to the customer;

unlocking said locked value of the token and transferring

said value to the merchant; and

retaining a record of the transaction.

22. The method of claim 21 wherein said step of initiating
a transaction includes the step of sending a merchant signed
invoice from the merchant to the customer.

23. The method of claim 21 wherein said step of locking
at least a portion of the value of the token includes the step
of sending a customer signed purchase authorization from
the customer to an entity for verification.

24. The method of claim 21 wherein said entity performs
the step of sending the entity signed purchase approval.

25. The method of claim 24 additionally comprising the
step of verifying the entity signed purchase approval.

26. The method of claim 25 wherein said step of verifying
the entity signed purchase approval is performed by one of
the merchant or an archive.

27. The method of claim 26 wherein the merchant forces
the transaction to commit by sending a copy of the message
transferring the digital good and a copy of the message
verifying the entity signed purchase approval to an archive.

28. The method of claim 27 wherein the decryption key is
encoded.

29. The method of claim 21 wherein said step of trans-
ferring the encrypted digital good includes the step of
transferring a merchant signature with the encrypted good.

30. The method of claim 29 additionally comprising the
steps of adding a customer signature to the merchant sig-
nature and sending the encrypted good and the signatures
from the customer to the merchant.

31. A method for purchasing digital goods with a digital
token belonging to a customer in which the value of the
token resides with only one party at a time, comprising:

initiating a transaction with a merchant for a digital good,

transferring the digital good in an encrypted form from
the merchant to a customer;

sending a digital token and transactional information to an

entity for verification;

locking at least a portion of the value of the token to the

transaction;

verifying the transactional information and the value of

the token;

providing a decryption key to the entity;

unlocking said locked value of the token and transferring

said value to the merchant;

completing the transaction by making the key available to

the customer; and

retaining a record of the transaction.

32. The method of claim 31 wherein said step of trans-
ferring the digital good includes the step of sending a
merchant signed invoice and the encrypted digital good from
the merchant to the customer.
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33. The method of claim 31 wherein said step of sending
transactional information includes the step of sending a
customer-signed authorization from the customer to an
entity for verification.

34. The method of claim 31 wherein said step of providing
a decryption key to the entity includes the step of sending a
merchant-signed key from the merchant to the entity.

35. The method of claim 31 wherein said step of com-
pleting the transaction includes the step of sending an
entity-signed key from the entity to the customer and
wherein said step of unlocking said locked value of the token
includes the step of sending an entity-signed unlocked value
of the token from the entity to the merchant.

36. The method of claim 31 wherein said step of verifying
the value of the token includes the step of verifying if the
value of the token has been previously spent.

37. The method of claim 31 wherein said step of providing
the decryption key to the entity includes the step of storing
the key at an archive which both the entity and the merchant
can access.

38. The method of claim 37 additionally comprising the
step of verifying that an expiration time for the transaction
has not passed before the decryption key is stored at the
archive.

39. The method of claim 37 additionally comprising the
step of the archive countersigning the decryption key and
wherein said step of retaining records includes the step of
retaining the countersigned decryption key.

40. The method of claim 39 additionally comprising the
step of the merchant demonstrating that the value of the
token has been transferred by providing a copy of the
archive countersigned decryption key.

41. The method of claim 31 wherein the value of the token
remains locked until the transaction is one of aborted or
completed by providing the decryption key to the customer.

42. The method of claim 31 wherein said step of providing
the decryption key to the entity includes the step of sending
the key to the entity.

43. The method of claim 31 additionally comprising the
step of reusing the token until the entire value of the token
is transferred.

44. The method of claim 31 wherein said step of sending
the digital token includes the step of sending an anonymous
token and identifying information.

45. The method of claim 31 wherein the token has a key
associated therewith, said method including the step of
generating a customer signature with the key associated with
the token, and wherein said step of sending transactional
information includes the step of sending the customer sig-
nature.

46. The method of claim 31 wherein said step of sending
a token includes the step of sending multiple tokens.

47. The method of claim 46 wherein each token has a key
associated therewith, said method including the step of
generating customer signatures with the keys associated
with the tokens, and wherein said step of sending transac-
tional information includes sending the generated signa-
tures.

48. The method of claim 31 wherein said step of verifying
the transactional information includes the step of determin-
ing if the price of the goods and the value of the token are
the same.

49. The method of claim 31 additionally comprising the
step of communicating to the merchant’s bank the transfer of
the token’s value to the merchant.

50. The method of claim 31 wherein said step of sending
transactional information includes the step of sending a
public half of a customer chosen asymmetric key pair.
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51. The method of claim 31 wherein said step of verifying
the value of the token is performed by one of a bank, the
merchant, or an archive.

52. A method of purchasing digital goods with a digital
token belonging to a customer in which the value of the
token resides with only one party at a time, comprising:

initiating a transaction with a merchant for a digital good;

transferring the digital good in an encrypted form from
the merchant to a customer;

sending a digital token and transactional information to an
entity for verification;

locking at least a portion of the value of the token to the
transaction;

verifying the transactional information and the value of
the token;

providing a decryption key to the customer;

unlocking said locked value of the token and transferring
said value to the merchant;

retaining a record of the transaction; and

repeating the foregoing steps until a sequence of transac-

tions is completed.

53. A fault-tolerant method of purchasing digital goods
with a digital token in which the delivery of goods is atomic,
comprising the steps of:

establishing a price with a merchant for a digital good;

sending a merchant-signed invoice and the digital good in
encrypted form from the merchant to a customer;

sending a customer-signed purchase authorization includ-
ing the token from the customer to a bank for verifi-
cation;

verifying the customer-signed purchase authorization;

sending a bank-signed purchase approval from the bank to
the merchant for verification;

verifying the bank-signed purchase approval;

completing the transaction by making the key for decrypt-
ing the digital good available to the customer; and
retaining records of the transaction.

54. A fault-tolerant method of purchasing digital goods
with a digital token in which the token’s value resides either
with a customer or with a merchant, comprising the steps of:

initiating a transaction with a merchant for a digital good;

sending a merchant-signed invoice and the digital good in
encrypted form from the merchant to a customer;

signing the invoice with the customer’s signature to
produce a countersigned invoice;

sending the countersigned invoice, a token, and identify-

ing information for the token, including a hash of the
token, from the customer to the merchant;

sending the countersigned invoice to an archive for

verification, wherein said archive stores the hash of the
token in conjunction with a key for the token;

sending the token and the identifying information for
verification;

verifying the token with the identifying information by
using the key stored in conjunction with the hash of the
token, and verifying the other information in the coun-
tersigned purchase order;

committing the transaction when the token and other
information in the countersigned purchase order are
verified such that the value of the token is transferred
from the customer to the merchant;
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completing the transaction by making a key for decrypt-
ing the digital good available to the customer; and
retaining records of the transaction.

55. A fault-tolerant method of purchasing digital goods
with a digital token in which the token’s value resides either
with a customer or with a merchant, comprising the steps of:

initiating a transaction with a merchant for a digital good;

sending a merchant-signed invoice and the digital good in
encrypted form from the merchant to a customer;

signing the invoice with the customer’s signature to
produce a countersigned invoice;

sending the countersigned invoice, a token, and identify-

ing information for the token from the customer to the
merchant;

sending the countersigned invoice, the token, and the

identifying information for verification;

verifying the token with the identifying information and

verifying the other information in the countersigned
purchase order;

committing the transaction when the token and other

information in the countersigned purchase order are
verified such that the value of the token is transferred
from the customer to the merchant;

completing the transaction by making a key for decrypt-

ing the digital good available to the customer; and
storing the identifying information, the token, and the
countersigned invoice.

56. A method of purchasing digital goods with a digital
token belonging to a customer in which the value of the
token resides with only one party at a time, comprising:

initiating a transaction with a merchant for a digital good;

transferring the digital good in an encrypted form from
the merchant to a customer;

locking at least a portion of the value of the token to the

transaction;

sending a digital token and transactional information to

the merchant;

verifying the transactional information and the value of

the token;

storing a decryption key at an archive which both the

customer and the merchant can access;

unlocking said locked value of the token and transferring

said value to the merchant; and

retaining a record of the transaction.

57. The method of claim 56 additionally comprising the
step of verifying that an expiration time for the transaction
has not passed before the decryption key is stored at the
archive.

58. The method of claim 56 additionally comprising the
step of the archive countersigning the decryption key and
wherein said step of retaining records includes the step of
retaining the countersigned decryption key.

59. The method of claim 58 additionally comprising the
step of the merchant demonstrating that the value of the
token has been transferred by providing a copy of the
archive countersigned decryption key.

60. A method of purchasing digital goods with a digital
token belonging to a customer in which the value of the
token resides with only one party at a time, comprising:

initiating a transaction with a merchant for a digital good;

transferring the digital good in an encrypted form from
the merchant to a customer;

locking at least a portion of the value of the token to the

transaction;
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sending a digital token and transactional information to
the merchant;

verifying the transactional information and the value of
the token;

providing a decryption key to the customer;

unlocking said locked value of the token and transferring

said value to the merchant; and

retaining a record of the transaction, wherein the portion

of the value of the token remains locked until the
transaction is one of aborted or completed by providing
the decryption key to the customer.

61. A method of purchasing digital goods with a digital
token belonging to a customer in which the value of the
token resides with only one party at a time, comprising:

initiating a transaction with a merchant for a digital good;

transferring the digital good in an encrypted form from
the merchant to a customer;

locking at least a portion of the value of the token to the
transaction;

sending a digital token and transactional information to
the merchant;

verifying the transactional information and the value of
the token;

providing a decryption key to the customer;

sending a hash of the encrypted digital good to the
customer;

calculating a hash of the received encrypted digital good;
comparing the calculated hash to the received hash;

one of aborting the transaction or resending the encrypted
digital good if the hashes are not equal;
unlocking said locked value of the token and transferring
said value to the merchant; and
retaining a record of the transaction.
62. A method of purchasing digital goods with a digital
token belonging to a customer in which the value of the
token resides with only one party at a time, comprising:

initiating a transaction with a merchant for a digital good;

locking at least a portion of the value of the token to the

transaction;

the entity sending an entity-signed purchase approval

including a digital token and transactional information
to the merchant;

one of the merchant and an archive verifying that the

entity signed the purchase approval;

transferring the digital good in an encrypted form from

the merchant to a customer after the value of the token
is locked to the transaction;

the merchant forcing the transaction to commit by sending

a copy of a message transferring the digital good and a
copy of a message verifying that the entity signed the
purchase approval to the archive;

providing a decryption key to the customer, wherein the

decryption key is encoded using a one-time pad;
unlocking said locked value of the token and transferring
said value to the merchant; and

retaining a record of the transaction.

63. A method of purchasing digital goods with a digital
token belonging to a customer in which the value of the
token resides with only one party at a time, comprising:

initiating a transaction with a merchant for a digital good;

locking at least a portion of the value of the token to the
transaction;
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sending an entity-signed purchase approval including a
digital token and transactional information to the mer-
chant;

transferring the digital good in an encrypted form from
the merchant to a customer after the value of the token
is locked to the transaction;

storing a decryption key at an archive which both the
customer and the merchant can access;

unlocking said locked value of the token and transferring
said value to the merchant; and

retaining a record of the transaction.

64. A method for purchasing digital goods with a digital
token belonging to a customer in which the value of the
token resides with only one party at a time, comprising:

initiating a transaction with a merchant for a digital good;

transferring the digital good in an encrypted form from
the merchant to a customer;

sending a digital token and transactional information to an
entity for verification;
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locking at least a portion of the value of the token to the
transaction;

verifying the transactional information and the value of
the token;

sending a hash of the encrypted digital good to the
customer;

calculating a hash of the received encrypted digital good;
comparing the calculated hash to the received hash;

one of aborting the transaction or resending the encrypted
digital good if the hashes are not equal;

providing a decryption key to the entity;

unlocking said locked value of the token and transferring
said value to the merchant;

completing the transaction by making the key available to
the customer; and

retaining a record of the transaction.
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